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TPEBOBAHUA
no obecneyeHmnio 6e30NacCHOCTH NEePCOoHanbHbIX 4aHHbIX NpU UX ob6paboTke B

UHGOPMaLIMOHHON CUCTEME NepCcoHanbHbIX AaHHbIX «lonuknuHuKa»

1. O6wWwme NONOXeHUsN

1. NaHHele TpeboBaHuus no obecneyeHunto 6e3onacHOCTU NepcoHanbHbIX
[aHHbIX Npyu ux obpaboTke B MHGPOPMALMOHHOW CUCTEME NepCoHarnbHbIX AAHHBIX
«Monuknunuka» (ganee — WUC) TBY3 TO «O6nactHas GonbHuua Ne 12» (ganee -
TpeboBaHus) paspaboTaHbl Ha ocHoBaHuu npukasa ®CTIK Poccun ot 18.02.2013 Ne 21
«O6 yTBEpPXXOAEHWM COCTaBa W CoAepXaHusi OpraHuW3aLMOHHbIX U TEXHUYECKUX Mep no
obecriedeHnto 6e30MacHOCTM  NepcoHarnbHbIX  AaHHbIX npu  ux obpaboTke B
NHOPMALIMOHHLIX CUCTEMAX MEepCcoHarnbHbIX AaHHbIX», YacTHOAW Mogenu Yyrpos
6esonacHocTv MOH npu nx o6paboTke B IC 1 npukasa ®CB Poccum ot 10.07.2014 Ne 378
«O6 yTBepxaeHun CoctaBa U coAepXaHus OpraHU3auMOHHbBIX U TEXHUHECKUX Mep Mo
obecrneyeHuo 6e30MacHOCTW  MEepcoHanbHbIX  AaHHbIX Mpu  ux  obpaboTke B
MHOPMALIMOHHBLIX CUCTEMax nepcoHasrbHbiX AaHHbIX C UCMONb3oBaHWEM CPEacTs
KpunTorpaduyeckoid  3awmTbl  WHpopmauuu,  HEOOXOAWMBbIX AN BbIMNONHEHUS
ycTaHoBneHHbix [MpaButensctBom Poccuiickoin Pepepauum TpeboBaHmM K 3auuTe
nepcoHanbHbIX AaHHBIX A5 KaX/A0ro U3 YPOBHEN 3aLLULLEHHOCTUY.

2. TpeboBaHus onpeaensoT COBOKYMHOCTb OpraHU3auMOHHbIX U TEXHUYECKUX
mMeponpuaTuin, Heobxoaumbix Ans obecneveHus 3afaHHOrO YpOBHA 3alUMLLEHHOCTM
nepcoHanbHbIX AaHHbIX (4anee — MH) npu ux obpaboTke B NC.

2. OpraHu3auMoHHbIE MEPONPUATUA No obecneyeHuo OesonacHocTH
no«

1.  YcraHaenueawTcs TpeboBaHWA MO: OXpaHe MOoMEeLUeHWUA, AOMyCKy nuu,
BbIBOPY TEXHUYECKUX CPEACTB, UX PACMONOXKEHNIO B MOMELLEHUSX. Kpome Toro, sagatorcs
nononHuTenbHble TpeboBaHus no obecneveHnto KOHMUAEHUNANLHOCTH, LeIOCTHOCTU U
poctynHoctu MNAH.

2. Kuwucny mep, He0GX0AMMbIX 1 AOCTaTOYHbIX Af1A 0becneyeHns BbinonHeH!s
obsasaHHOCTEN onepaTopa OTHOCATCS:
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= Ha3Ha4YeHWe OTBETCTBEHHOro 3a opraHusauuni obpaboTku MNOH;

- n3gaHue OOKYMEHTOB, onpeaensaowmnx nonauTuKy oneparopa B OTHOLUEHUN
obpaboTku M[H, nokanbHbIX akToB no Bonpocam obpaborku [N[H, a Takke rnokanbHbIX
aKToB, YyCTaHaBnMBalOLWMX nNpoueaypbl, HanpaBfeHHble Ha npefoTBpalieHne U
BbIIBNEHWE HapylleHWin 3akoHopaTenbctBa Poccuiickon ®Pegepauun, ycTpaHeHue
NocneacTBUA TaKMX HAPYLLUEHWUN;

- OCyllecTBfneHuWe BHYTPEHHEero KOHTpoNna W (unu) ayauta COOTBETCTBUSA
obpabotkn MNOH PegepanbHoMy 3akoHy «O nepcoHanbhHbiX AaHHbIX» W MPUHATBIM B
COOTBETCTBMM C HUM HOPMAaTUBHbIM MPaBOBbiM akTam, TpeboBaHwsaM K 3awwwuTte [10H,
NoNUTUKE onepaTopa B OTHOLIeHMK obpaboTku MH, NokarbHbIM akTam onepaTopa;

= oUeHKa Bpeaa, KOTopbld MOXeT BbiTb npuyunteH cydvektam [NOH B cny4ae
HapyweHuss ®epepancHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX
AaHHbIX», COOTHOLUEHWE YyKasaHHOro Bpeda W MpUHYIMaeMbiX ONepaTopoM Mep,
HanpaeneHHbIX Ha obecneyeHne BbINOSHEHUSA 00A3ZHHOCTEN, NPeayCMOTPEHHbIX
®epepanbHbiM 3akoHOM oT 27.07.2006 Ne 152-03 «O nepcoHanbHbIX QaHHbIXY,

- O3HaKOMIEHUE paboTHMKOB onepaTopa, HenocpeacTBEHHO
ocywecTenawwmx obpabotky [NH, C nNonoXeHusMu 3akoHogaTenocTBa POCCMIACKON
®epepaummn o [10H, B TOM 4yucne TpeboBaHuamu K 3awmte [10H, AOKymMeHTamu,
onpefensiowumMmM nonuMTUKY onepartopa B OTHOWeHun obpabotku [1H, nokanbHbIMK
aktamu no sonpocam obpabotku MNOAH, n (Mnn) obyyeHune yrasaHHbIX pabOTHUKOB;

- onpegenexune yrpos 6esonacHoctu MNOH npu 1ix obpaboTke B UC;

- NPYMEHEHUE OpraHU3auMoOHHbIX W TEeXHWYECKUX Mep no obecnedvyeHuto
BesonacHocTu INH npu ux obpaboTtke B C, Heobxoaumbix 4ns BbINONHEHUS TpeboBaHuiA
k 3awmte MNOH, ncnonHeHve KoTopbix obecnednBaeT ycTeHOBNEHHbIE [1paBuTENnbLCTBOM
Poccuiickoi ®egepaumm ypoBHU 3awuiieHHocTu MN0H;

- NpUMeHeHWe npolwealnx B YCTaHOBMEHHOM MopsaAKke npouenypy OLEeHKW
COOTBETCTBUA CPeACTB 3alunThl MHOPpMaLIUK;

- oueHka 3EeKTUBHOCTM  NpPUHMMaeMbiX Mep no  obecnevyeHuto
besonacHoctu [NH oo Beoga B akcnnyartauuio UC;

- y4yeT MaluHHbIX HocuTenelh MNOH;

- obHapyxeHune hakToB HecaHKUMOHMpoBaHHOIO gocTtyna K MOH n npuHaTue
Mep,

- BoccTaHoBnenve [H, MoOAWMUUMPOBAHHBLIX UMM  YHUYTOXEHHbIX
BCNeACTBME HECaHKLMOHUPOBAHHOIO AOCTYMNa K HUM;

- ycTtaHoeBneHue npaewun goctyna kK [NAH, obpzbateiBaembim B UC, a Takke
obecneyeHnem perncTpaumm n y4eta Bcex encTBui, coBepliaembix ¢ [N4H B VIC;

- KOHTPOIb 3a NpMHMMaeMbiMK Mepamu no obecneveHuto BesonacHocTu MOH
1 ypoBHA 3awwmuieHHocTtn UC.

3. ObecnevyeHue 6esonacHoctu [1H C WCNONbL3OBAHMEM KPUNTOCPELCTB,
OOJTKHO OCYLLECTBIATLCA B COOTBETCTBUM C:

- Mpukasom OCB Poccum ot 09.02.2005 Ne 66 « 06 yTeBepxaeHuu [NonoxeHus
0 paspaboTke, nNpPOM3BOACTBE, peanusauuuM W 3KcnnyaTauuM LWndpoBanbHbIX
(kpynTorpaduyecknx) cpeacTs 3awuTsl MHopmarmm» (Monoxenue MNK3-20035);

- Tlpukasom ®CBE Poccun ot 10.07.2014 Ne 378 «O6 ytBepxaeHun CocTtasa
N COOEpPXXaHMA OpraHM3aLMOHHBLIX U TEXHUYECKUX mep no obecneveHuo GesonacHOCTM
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nepcoHanbHbIX AaHHbIX NpK ux 06paboTke B MHOPMALIMOHHBIX CUCTEMAX NEPCOHAIbHBIX
[aHHbIX C WCMONb30BaHMEM CPefCTB KpunTorpacuyeckoi 3aluTel  UHGopMaLmy,
HeoBXoaMMbIX NS BbINOSIHEHWS YCTAHOBMEHHbIX [lpaBUTENbLCTBOM Poccuickoi
depepauun TpeboBaHW K 3alUTe NEpcoHarbHbIX AaHHLIX ANA Kaxaoro w3 ypOBHeW
3alUNLLEHHOCTUY,

- HacToswmmu TpeboBaHUAMMN.

4. Onepartop MN[H HeceT OTBETCTBEHHOCTb 3a COOTBETCTBUE NPOBOAUMBIX MU
MEpONpUATUA Mo opraHusaumm u obecneyeHnto BesonacHocTy obpaboTkm ¢
ncnonb3osaHueMm kpuntocpeacts [M[H, NMUEH3NOHHBIM TPeOOoBaHWAM W yCNoOBUAM,
aKCNMyaTauMoHHOM W TeXHWYecKoih [OKYMEHTauuW K KpunTocpeacTsam, a Takke
HacToswum TpeboBaHUAM.

5. Tpwu aTom gomkHa obecrne4ymBaTbCsl KOMMMEKCHOCThb 3aluUThl MAaH, B ToM
yucne NocpeacTBOM NpUMeHeHWs HekpunTorpadgpuYeckux CpefcTs 3aLmnThbl.

6. [lpu paspaboTke U peanusauuM MeponpusaTUA No opraHusauun w
obecrneyeHuto BesonacHocTu MOH npu ux obpaboTke B WHOPMALMOHHOW cucTeme
OCYLLEeCTBNAETCA:

- paspaboTka ans kaxgon WMC mopenw yrpos GesonacHoctvt TH npu nx
obpaboTke;

= paspaboTka Ha OcHOBe Mofenu yrpos cuctembl GesonacHoctu [11H,
obecneymnBatoLLei HelTpanmaayuo BCcexX NepeyYmcrieHHbIX B MoAenmn yrpos,

- ornpepeneHve HeobXxoOMMOCTM  UCMONb30BAHUS  KPUMNTOCPEACTB  AnNA
obecneyeHus 6esonacHocty MNOH 1, B criyyae nornoXXuTenbHOro pelleHns, onpeaenexHne
Ha OCHOBE MOZENM yrpo3 Lenu WCrMosib30BaHWUS KpUNTOCpeacTs Ans 3awwtsl MOH oT
HEenpaBOMEpHOro WNnW  criyYaiHoro AocTyna K HUM, YHUYTOXEHWUS, WU3IMEHEHUs,
BrIOKMPOBaHWS, KONMMpOBaHWs, pacrpocTpaHeHus MOH v (Unv) WHbIX HenpaBOMEpHbIX
AencTeuii npun ux obpaboTke;

- ycTaHOBKa M BBOJ B 9KCTUTyaTaLMio CPefcTB 3alnTbl HpopmaLmm (B TOM
ynucre KpUNTOrpaciMyeckux) B COOTBETCTBUM C 3KCMIyaTauWoOHHOW W TEXHUYECKOM
[OKYMEHTaumMei K 3TUM CpeacTBaMm;

~  npoBepka TFOTOBHOCTM CPEACTB 3aliuTbl WHpopMauuu (B TOM 4ucCne
KpunTOrpachuyecknx) K UCMonb30BaHNI0 C COCTAB/IEHUEM 3aKIO4YEHWA O BO3MOXHOCTU UX
aKcnnyarTayumu,

~  MO3K3EMMNMSPHLIA y4YeT MCrofib3yeMbiX CPeAcTB 3alnTbl WHGOopMaLuy,
aKCMNyaTaLWOHHOI U TEXHUYECKON JOKYMEHTaLUM K HUM, HocuTenei [H;

- KOHTponb 3a cobniofeHWem YCMoBWIA MCMOnb3oBaHWUA KPUNTOCPEACTB,
NPEeAYCMOTPEHHbIX SKCMIyaTaLMOHHON 1 TEXHUYECKON AOKyMEHTaLMeR K HAM;

- pasbupaTenbCTBO W COCTaBfIEHWE 3aKMioYeHW no bakTam HapylieHus
ycnosuii xpaHeHus Hocutenei [H, MCMONb3oBaHWA KPUNTOCPEACTB, KOTOPbIE MOMyT
NPUBECTM K HapylieHuio KoHduaeHumansHocTy [OH wnu  Apyrum  HapyLIEHUsM,
NPUBOASLLMM K CHUKEHUIO YPOBHS 3alumiieHHocTy MIH, pa3paboTky 1 NpUHATE Mep no
NpeoTBPaLUEHMIO BO3MOXKHbIX ONacHbIX NOCNeACTBUA NOA0OHbIX HapyLUEHWIA;

- OMNWcaHWe OpraHuW3aLMOHHBIX W TEeXHUYeckux Mep, KOoTopble onepaTtop
oBsi3yeTcs ocylecTBnATbL npu obecneveHnn BesonacHocTy MAH c vcnonb3oBaHWeEM
KPUNTOCPeACTB npu ux obpaboTke B WHMOPMALIMOHHLIX CUCTEMaX, C yKasaHWem B
4YaCTHOCTU:
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- WHOEKCa, YCMOBHOrO HauMMEHOBaHMS W  perucTpauloHHbIX HOMEPOB,
Ncnonb3yemblX KPUNTOCPEACTB,;

- COOTBETCTBMA pPa3MEeLleHUss U MOHTaxa arinapatypbl W obopyaoBaHus,
BXOOSILLEro B COCTaB KpUNTOCPeAcTB, TpeboBaHUAM HOPMATUMBHOW [OOKYMEeHTauuu u
npasuam nonb3oBaHUs KpUnTocpeacTsamu;

- COOTBETCTBUS MOMELLUEHWIA, B KOTOPOM pasMeLleHbl KpunTocpeacTea M
XpaHUTCS Kro4YeBas OOKYMEHTaUMs K HUM, HacTosdwmm TpeboBaHMSIM C OnMucaHuem
OCHOBHbIX CPEACTB 3aLUUThI;

7. OnucaHue nNpUHATBIX Mep OOMKHO ObITb BKMOYEHO B YBeAOMIEHWe,
npegycMoTpeHHoe YacTbio 1 ctaTtbn 22 PepepansHoro 3aroHa ot 27.07.2006 Ne 152-03
«O nepcoHanbHbIX OaHHbLIX».

8. CaepeHus, npeaycMoTpeHHble nyHktamu 5, 7, 10 n 11 yactn 3 cratbn 22
denepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» AOIKHBI
6biTb NpefocTaBneHbl B YNOMHOMOYEHHbIM opraH no 3awurte npas cybbekros [1[H
(PockomHag3sop).

9. lMonbzoeatenun NC obsasaHbl:

= He pasrnawartb UHgOopMaLUo, K KOTOPOW CHW OONyLlueHbl, B TOM 4ucne
CBEAEHUS O KPUNTOCPEACTBAX, KMOYEBbIX AOKYMEHTAX K HVM W OPYrnx Mepax 3alluThbl;

- cobniogats TpeboBaHma k obecneyeruio besonacHoctu MNH, TpeboBaHusA K
obecneyeHuno 6e30nNacHOCTM KPUNTOCPEACTB U KIOYEBLIX [JOKYMEHTOB K HUM;

- coofLlaTk 0 CTaBLUMX UM U3BECTHLIMU NOMNBITKAX NOCTOPOHHUX UL, NOSYYMTb
cBefeHusa 00 ucnonb3yembliX KpUNTOCPeACTBax UK KtoYesbiX AOKYMEHTaxX K HUM;

- HeMeaneHHO YBeAOMISATbL onepaTtopa o dekrax yTpaTbl Unu HegocTadu
KPUMTOCPEACTB, KMIOYEBLIX AOKYMEHTOB K HUM, KMIOYEA OT MOMELUEeHUA, XPaHumuL,
NUYHBIX nevaTein M o gpyrux dakrax, KOoTopble MOryT MPUBECTUM K pasrnalleHuto
sawmwaembix MNOA.

- cOaTb KPUNTOCPEACTBA, 3KCNyaTaLlMOHHYIO ¥ TEXHUYECKYIO JOKYMEHTaLuuo
K HUM, KIHOYEBbIE JOKYMEHThI B COOTBETCTBUM C NOPAAKOM, YCTAHOBMNEHHbLIM HaCTOALLMMU
TpeboBaHUsMK, NPU YBONbHEHUW UMM OTCTPaAHEHUM OT MUCMOSNHEHUA 0BA3aHHOCTEN,
CBSI3aHHbIX C UCMOMb30BAHUEM KPUMTOCPEACTB;

10. O6ecnevyeHne GyHKUMOHUpOBaHuA u BesonacHoctn WMC Bosnaraetcs Ha
OTBETCTBEHHOrO MONb30BaTENA, MMELWEero Heobxoaumsiii ypoBeHb KBanudukauuu,
Ha3Ha4yaeMoro nNpuKasoM onepaTopa (ganee — OTBETCTBEHHbIV Nonb30BaTenNb).

11. OTBETCTBEHHble MONb3oBaTENW  AO/MKHbI  WMETb  DYHKUMOHAasbHbIE
06513aHHOCTK, pa3paboTaHHble B COOTBETCTBMM C HacToALMMU TpeboBaHUAMN.

12. [lpwu onpegeneHun oBsi3aHHOCTEN Nonb3oBaTens HeobXoaAuMO y4YUTbIBATb,
4yTo BesonacHocTb 06paboTky ¢ ncnonb3oBaHnem kpuntocpeacte NJH obecneunsBaeTcs:

- cobnwogeHveMm nonb3oBaTenAMU KpUNTOCPEACTB, KOH(UOEHUNANbLHOCTK
npu obpalleHn Co CBEAEHUAMM, KOTOPbIE UM AOBEPEHbI UITM CTanu U3BECTHbLI No paboTe,
B TOM 4uUCNe CO CBeAeHUsMU O YHKLUMOHUPOBaAHMIA U nopagke obecneveHus
Be30nacHOCTM NPUMEHSAEMbIX KPUNTOCPEACTB M KIIOYEBbIX JOKYMEHTaX K HUM;

- TOYHbIM BbINOMHEHWEM MONb30BaATENAMM KpunTOCpPEAcTB, TpeboBaHWi K
obecneveHuto 6esonacHocTu MNOH;
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- HaOeXHbIM XpaHeHVWEeM 3KCMryaTaLMOHHOW U TEXHUYECKOW AOKYMEeHTauun K
KpUMMNTOCPEACTBaM, KIHOHEBbIX AOKYMEHTOB, HOCWUTEner WHdopmMauun orpaHu4eHHoro
pacrnpoCTpaHeHus;

- obecrneyeHueM TpPUHATBIX B  COOTBETCTBUM C  TpeboBaHuaAMM K
MaTepuanbHbiM HocuTensiM BuomeTpuyecknx [1H WM TEXHOMOrMSAM XpaHeHUs TakuX
OaHHbIX BHe NC mep.

- CBOEBPEMEHHBbIM BbISIBIIEHWEM TMOMbITOK MOCTOPOHHUX NUL  MOMYYnUTb
cBefeHusa o sawmiaemblx MOH, 06 ncnonb3yeMblX KpUNTOCPEACTBAX MW KI4eBbIX
OOKYMEHTaX K HUM;

- HeMedmneHHbIM MPUHATUEM Mep Mo NpeaynpexaeHuo  pasrnallieHus
salmiaembix MNOH, @ TakKe BO3MOXHOW UX YTEYKM NPU BbIABMNEHUNU DAKTOB yTpaThl Uin
He[ocTa4yn KpUNTOCPEACTB, KIOYEBbIX JOKYMEHTOB K HUM, Y[AOCTOBEPEHWI, NpOmMyCKoB,
KnioYyei oT MoMeLLeHWit, XpaHunuwl, cendos (MeTannmyecknx LWkados), JINYHbIX nevaTen
nT.n.

13. Iuua, odopmasemble Ha paboTy B KadecTBe Mofb3oBaTenel
(OTBETCTBEHHbLIX MOMb3oBaTenen), [OOMKHbI OblTb 03HAKOMMEHbI C  HACTOALMMW
TpeboBaHusMn W OpYrUMW  OOKyMEHTaMW, pernameHTUpYLWUMY opraHu3auuio  u
obecneveHmne 6ezonacHocTy MAH npu ux obpaboTke B MHpOPMAaLIMOHHbLIX CUCTEMAX, Nof
pacrcky U HEecyT OTBETCTBEHHOCTb 3a HecobrniofeHue WMU TpeboBaHUi yKasaHHbIX
NOKYMEHTOB B COOTBETCTBMU C 3akoHodaTenscTBom Poccuiickon degepaumu.

14. B cooteBeTctBUM ¢ TpeboBaHusmu nocTtaHoeneHua [lpasBuTenbcTea
Poccuiickon ®epepauun ot 01.11.2012 Ne 1119 «O6 yTBepxaeHun TpebosaHuit K 3aLumTe
nepcoHarnbHbIX AaHHbIX Npu ux 06paboTke B MHPOPMaLMOHHBLIX CUCTEMAX NepCoHanbHbIX
[@HHbIX» U YCTaHOBMIEHHBIM YPOBHEM 3aluieHHocTu MOH, obpabaTbiBaembix B UC
HeobBXo4MMO BbITIONTHEHWE criefyoLwux TpedboBaHui:

- KOHTpOnb 3a BbIMOMHEHMEM HacTosWmMX TpeboBaHWA opraHuayeTca W
NpOBOAMUTCS OTBETCTBEHHbLIM 3a opraHu3auuio obpaboTku, He pexe 1 pasa B 3 rofa;

- opraHusauus pexuma obecnedeHuss 6€30nacHOCTV NOMELLEHWUIA, B KOTOPbIX
pasMeLleHa nHcopmaumnoHHas cucTema, NPEnATCTBYIOLLEro BO3MOXHOCTH
HEKOHTPOINMPYEMOro NPOHWKHOBEHUS WNW npebbiBaHUs B 3TUX MOMELLEHWUsX Nul, He
MUMEIoLLIMX NpaBa AOCTyna B 3TU NMOMELLEHNs,

= obecnedeHne coxpaHHocTn Hocutenew MNAH;

- yTBEpXOeHve rnaBHbIM Bpa4yoM [JOKyMeHTa, onpefensiouero nepeyeHb
nuu, poctyn kotopblx Kk TOH, obpabaTebiBaemMbiM B WHGOPMAaLMOHHOW CUCTEME,
HeobXoAMM AN5 BbINOSHEHUSA UMK CNyXKeBHbIX (TPYAOBLIX) 0683aHHOCTEN;

- UCMOnb30OBaHWEe CPeACTB 3aliuTbl WMHOPMaLWK, npoledwunx npoueaypy
OUEHKM cooTBeTcTBUA TpeboBaHusM 3akoHopaTenscTBa Poccuiickon ®egepauuy B
obnacTu obecrnevyeHns 6esonacHOCTU MHOPMaUUK, B cny4vae, Korga npuMmeHeHne Takux
cpefcTB HeobxoauMO ANs HEUTpanuaaLn akTyarnbHbIX yrpos.

15. Tekyluid KOHTPOMb 3a opraHusaumein n obecnevyeHnem yHKLMOHUPOBAHNS
CPeACTB 3alluTbl UHGopMauuu (B TOM uucrie KpunTorpaduyeckux) Bosnaraetcs Ha
onepaTopa 1 0TBETCTBEHHOro NoNb3oBaTenNs B nNpefenax ux cryxeOHbIX MONTHOMOYNA.

16. KoHTponmb 3a opraHusauveil, obecneyeHuneMm QYHKUMOHWPOBaHUA W
Ge3onacHOCTVW CpeacTB 3aluTbl MHGopMauuvm (B TOM 4ucne Kpuntorpaduyeckux),
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npeaHasHaveHHblXx Ana 3awwmtbl [0OH, npu ux obpaboTke B NC ocyuwecTtensaeTcsa B
COOTBETCTBUU C AENCTBYIOLUM 3akoHoaaTenscTBoM Poccviickon ®eaepauumu.

17. MMpu wcnonb3osanum B WC cepTucuumMpoBaHHbIX Mo  TpeboBaHWsaM
BesonacHocTM uHdopMaLuuM CcpeacTs 3awuTbl  UHdopmaumn, Aans obecneyeHws
YCTAHOBMIEHHOrO YPOBHS 3almwieHHocTn [1H npuMmeHslTes cpefcTsa  3aluThl
NHdOpMaLK He HUXKe 6 Knacca, a Takke CPeAcTBa BbIYMCTUTENBbHON TEXHUKM HE HUXE S
knacca.

3. MeponpusaTtua no obecnevyeHuro 6esonacHocTy MNAH OT HecaHKUMOHUPOBAHHOIO
aocTtyna npu ux obpabotke B UC

B COOTBETCTBWMM C aKkTOM OMNpedeneHus YPOBHS 3aLMLLEHHOCTU, OOMMKEH ObiThb
obecrneveH 3 ypoBeHb 3awywieHHocTu MNOH npu ux obpaboTke B MHEGPOPMaLMOHHON
cucteme.

C y4yeToM CTPYKTYPHO-(YHKLMOHAmNbHLIX XapakTepucTUK 1 yrpo3 BGesonacHocTu
MHdOPMaLMK, NPU3HAHHBIX aKTyanbHbIMKW ONpeAeneH cneaylwmnin Habop Mep 3awunTbl
nHbopmaLmu.

Ta6nuua 1 CoaepxaHne YyTOYHEHHOro aganTupoBaHHoro 6asosoro Habopa mep no
obecneyeHuro BesonacHocTy N0OH

YcnoBHoe
CopepxaHue mep no obecneveHnto 6230MacHOCTN NEPCOHanbHbIX
0b003Ha4YeHne n
AaHHbIX
HOMEP Mepbl

|. UaeHTudbukaums v ayTeHTudmkauus cydbbekToB goctyna u obvekros goctyna (MAD)

NaeHTudukaumsa n ayTeHTudukayma nonb3sosaTtenem, aBNAOLNUXCA
paboTHUKamMu oneparopa

YnpaBneHue naeHtudukatopamu, B TOM Yucne cosfaHune,
NPUCBOEHME, YHUHTOXEHWE MAEHTU(UIATOPOB:

1) onepaTopom [OMKHO BbITb UCKMIOYEHO NOBTOPHOE
ncrnonb3oBaHne naeHTudunkaTopa rnoni>3oBaTesns B Te4eHne He
meHee 1 roga

2) onepaTtopom JOmKHO DbiTe 0becnevzHo BnokvpoBaHue
noeHTudukaTopa nofb3oBaTens Yepes nepuos BpemMeHu
Heucnonb3oBaHua He Bonee 90 aHewn

YnpaBneHue cpeactBamu ayTeHTUUKALMMK, B TOM Yucne
XpaHeHue, Bblgava, nHuumnanusauns, EnokmposaHme cpelcTs
ayTeHTUMUKaLUKU U NPUHATME Mep B criyqae yTpathl U (Unu)
KOMMpOMeTaLun CpeacTB ayTeHTUUKALUN:

B Cnydae ucnosib3oBaHusi B MHPOPMaLMOHHON cUcTeme
MexaHW3MOB ayTeHTUdUKaLUM Ha OCHOBE napons (MHOM
nocneaoBaTensHOCTU CUMBOSOB, UCNOMNL3YEMONW AN
ayTeHTUMKaLMUN) UKW NMPUMEHEHWSA Napona B Ka4yecTBe 0gHOro 3

NAD.1

NAD.3

NAD .4




-

(haKTOpOB MHOrohakTopHO ayTeHTuduKaLum, AnuHa napons
JOMMKHa BbITb HE MEHEe LUECTU CMMBOMOB, andasuT napons He
meHee 60 cMMBOOB, MakcMManbHOEe KONIMYECTBO HEYCMNeLUHbIX
NoNbITOK ayTeHTUdnKauuy (BBoAa HenpasuIibHOro napons) 4o
6rnokuposku oT 3 o 10 nornbITOK, 6/10KMpOBKa NporpaMmMHo-
TEXHWYECKOro CpeacTBa Unn y4eTHOI 3anncy nofib3oBaTens B
cryyae JOCTWXEHWUS YyCTaHOBNEHHOMo MakCUmarbHOro KonindecTsa
HeycneLHbIX NonbITOK ayTeHTudmkaumm ot 3 o 15 MuHyT, cMeHa
naponei He Gonee Yem Yyepes 120 aHen

NAD.5

3awmTta obpaTHOW CBSi3W NpW BBOAE ayTEHTUMUKALMOHHOW
WHopmMmaLuK:

BBOAVMbIE CYMBOSbI Napons MoryT oTobpa)aTbCs YCIIOBHbIMM
3HaKaMy «*»,«e» UIN UHbIMW 3HaKamMmu

ll. YnpaBneHue aocTynom cyobekToB focTyna k obbektam goctyna (Y1)

yrg.1

YnpasrneHue (3aBefeHue, aktusauus, 6rnokmposaHue 1
YHUYTOXEHME) YYETHBIMM 3aNUCSMU NONb30BaTeNel, B TOM Yucrne
BHELLHWX NoNnb3oBaTenei:

1) onepaTopoM [JOIMKHbI UCMOSb30BATLCA @BTOMaTU3NPOBaHHbIe
cpefcTBa NoAAEP KM YrpaBrneHns y4eTHbIMU 3anucsaMm 1
nonb3oBaTenen;

2) B MHthopmaumMoHHOWM cucTeMe AOIMKHO OCYLLECTBIATLCA
aBTOMaTU4ECKOe BIOKMPOBAHUE BPEMEHHbIX YYETHbIX 3anuvcei
norfb3oBaTeneit No OKOHYaHWy YCTaHOBNEHHOro Nepuoaa BpemMeHn
ANs UX UCTONb30BaHUS,

y1a.2

Peanusauus HeoBXoQUMbIX METOL0B (GUCKPELIMOHHBIN,
MaHOaTHbI, poneBow unu UHo MeTon), TUMoOB (YTeHne, 3anuchb,
BbIMONHEHWE UMK MHOW TUM) U NpaBun pasrpaHnuyeHns gocTyna:

1) B UHcpopMaLMOHHOW cucTeme rnpasuiia pasrpaHnyYeHns goctyna
[OMKHbI oBecneunBaTh yrpasneHue AoCTynom CyObLeKToB npu
BX04€E B MH(OOPMALIMOHHYIO CUCTEMY,

2) B UHOpMaLMOHHON crcTeMe NpaBuna pasrpaHudeHnsa goctyna
[OMXHbI oBecneynBaTs ynpasneHue JoCTynoM CyOBLEeKToB K
TEXHUYECKUM CPeACcTBaM, YCTPONCTBaM, BHELUHUM yCTpOCTBaM;
3) B MHOpMaLMOHHOW CUCTEME MpaBuna pasrpaHM4eHusa gocryna
[OMKHBbI oBecrneynsaTh ynpasneHne JOCTYNOM CyObeKToB K
o6bekTam, cozgaBaembiM obLiecUcTEMHbIM (06LLUMM) NMporpamMmmHbIM
obecneveHvem.

yrna.3

YnpasneHue (punbTpauus, MapLIpyTUaaLUms, KOHTPOIb
coeAMHEeHUI, ofHOHanpaBneHHas nepefgaYa u NHble cnocobsl
yrpasneHns) MHOPMAaLIMOHHBIMUW NMOTOKAMU MEXY YCTPOWCTBaMMY,
cermMeHTamMu MHOPMaLMOHHOW CUCTEMBI, @ Taloke Mexay
MHOPMALMOHHBIMU CUCTEMAMMU

Yra.4

Pasfenexve nonHoMo4mii (poneit) nonb3osartenew,
afMUHUCTPaTopOoB 1 nuu, obecnevmBatownx yHKLMOHUpOBaHWE
NHOPMaALMOHHOW CUCTEMBI
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Ha3sHa4yeHne MUHUManNsLHO HeobxoauMbIX Npas U NPUBUNErui

Yna.s nonb3oBarensam, agMUHUCTpaTopam U 1uuam, obecnevyvsatoLm
thyHKLUMOHMpPOBaHNE MHAPOPMALIMOHHOV CUCTEMbI

V.6 OrpaHunyeHne HeycnellHbIX NonbITOK B)Xo4a B MHOpMaLMOHHYH0

a cuctemy (gocTyna kK MHopMauuoHHOW cucteme)

BrnokupoBaHue ceaHca gocTyna B MHOPMaLMOHHYO cucTemy

yrna.10 rnocre ycTaHOBMNEHHOro BpemeHu 6e3gencTens (HeakTUBHOCTK)
nonb3oBaTens Uy no ero 3anpocy

Y11 PaspelueHue (3anpeT) geincTBUi Nonb:oBaTenei, paspeLleHHbiX 40
naeHTuduKaLum n ayTeHTudmnKkaLum

Y15 PernameHTaumna n KOHTPOSb UCNOMNb303aHNA B MHOPMAaLIMOHHO

cucTeme MoBUnbHbIX TEXHUYECKUX CPedcTB

V. 3awwmra MallumMHHbIX HocuTenel nepcoHanbibix gaHHelx (SHW)

3HW.A

YYyeT MallUHHbIX HOCUTENen NnepcoHan sHbiX AaHHbIX

3HW.2

YnpaBneHue SOCTYNOM K MALLMHHLIM HOCUTENSIM NEPCOHaNbHbIX
[aHHbIX

3HW.8

YHUYTOXEHUE (CTUpaHUe) unu obesnuivBaHne nepcoHarsnbHbIX
AaHHbIX HAa MaLUMHHBLIX HOCUTENAX NpU UX Nepegavde Mexay
nonb3oBaTensaMu, B CTOPOHHUE OpraHv3auun Ana pemoHTa unu
YyTUNU3aUun, a Takke KOHTPOIb YHUHTOXEHUS (CTUPaHUs) Unu
obesnnymeaHms

1) onepaTtopom LoMmKHbI 6bITb 06ecneyeHbl perucTpaums u
KOHTPOSb AENCTBUIA NO yAaneHUo 3aLyalaeMon nHpopmMaumm n
YHUYTOXEHMUIO MaLLUUHHBIX HOCUTENEen vHdopMaumuy,

2) onepaTopoM LOSMKHbI MPUMEHATLCA Mepbl N0 YHUYTOXEHUIO
(cTMpaHuto) HOpMaLMK Ha MaLLMHHEIX HOCUTENAX, UCKoYatoLue
BO3MOXXHOCTb BOCCTAHOBMEHMS 3aLyuLlLaeMoil nHchopmauun. B
YaCTHOCTM YHUYTOXEHNE UHOPMaLMK JOMKHO OCYLLECTBAATLCA
nepesanucbio YHUYTOXaeMbix (CTvpaenbix) pannos criydanHom
BUTOBOI NOCNeAoBaTENBHOCTLIO, YAansHUe 3anucu o dainax,
obHyneHuWe xypHana gaisioBoi cucTerbl NN NonHasa nepesanucb
BCEro afpeCHOro NpocTpaHcTBa MaLUUHHOIO HOCUTENS
nHdopmMaLum criy4antHon BMTOBOW Noc/1efoBaTENbHOCTLIO C
nocnegyowmum copmaTUpoBaHueM.

V. Peructpauus cobbitnin 6esonacHoctu (PCE)

PCB.1

Onpeaenexune cobbiTnii 6e30NacHOCTU, NOANEXaLUMX perucTpauuu,
M CPOKOB UX XpaHeHUst

PCB.2

OnpegeneHue cocTasa U CoaepXXaHust MHopMaLmnn o cobbITUAX
6e3onacHoCTK, NoAnexallux perucrpayum

PCB.3

C6op, 3anuck 1 XxpaHeHue nHgopmauum o cobbiTusx GesonacHocTu
B TEYEHUE YCTAHOBIIEHHOIO BPEMEHU XDPaHEHUS

PCB. 7

3awuTa nHdopmauum o cobelTuax GesonacHoOCTH

VI. AHTuBMpycHas 3awmTa (AB3)

AB3.1

Peanusauusa aHTUBUPYCHOW 3aLLUUTbI:
1) B MHbOpPMaLIMOHHONW cUCTEME [OMKHO obecnevnBaTbCa
npenocTaBneHne npae no yrnpaBneHuK (aaMUHUCTPUPOBAHMIO)
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cpeAcTBamMu aHTUBMPYCHOW 3alUTbl a4MUHUCTPATOPY
Bes3onacHoOCTU

AB3.2

OBHoBneHue 6asbl AaHHbLIX NPU3HAKOB BPEeAOHOCHbIX
KOMMbIOTEPHBIX MporpaMm (BUPYCOB)

VIII. KoHTponb (aHanus) 3aWwuLeHHOCTN nepcoHanbHblx 4aHHbIX (AH3)

AH3.1

BhisiBNeHve, aHanus yassumocTei MHpopMaLMoOHHON CUCTEMbI U
onepaTuBHOE YCTpaHEHUEe BHOBb BbISIBMIEHHbIX YA3BMMOCTEI:

1) onepatopom obecrnedynBaeTcs UCNonb3oBaHNE ANs BblABNEHNUS
(noucka) ys3BUMOCTE CPEACTB aHanuaa (KOHTPOss)
3aluLLeHHocTy (ckaHepoB 6e30MacHOCTH), MELLUX
cTaH4apTU30BaHHbIe (YHU(PMLMPOBaHHLIE) B COOTBETCTBUN C
HaUMoHanNbHbLIMWU CTaH4apTaMu onucaxune u nepeyHin nporpaMmHo-
annapaTHbIX nnaTdopM, ya3BUMOCTEN NPOrpamMmmMHOro
obecrneyeHusi, oLLMBOYHbBIX KOHUrypaLuui, npasus onnucaHns
YA3BUMOCTEN, MPOBEPO4HbIX CIMCKOB, NPOLEAyp TECTUPOBaHNA U
A3blka TECTMPOBaHUA MHPOPMaLIMOHHOW CUCTEMbI Ha Hanu4ne
yA3BUMOCTEW, OLIEHKW NOCIEeACTBUN YySI3BUMOCTEN, NMeoLLnX
BO3MOXHOCTbL OnepaTuBHoro o6HoBneHns Basbl JaHHbIX
BbISABNAEMbIX YA3BVMOCTEN;

2) onepaTopoM NpeaocTaBrAeTCs AOCTYN TOMNLKO
aAMUHUCTPaTopaM K (yHKLUUAM BbISBNEHNS (noucka) yssBuMocTen
(NpepocTaBneHne Takov BO3MOXHOCTYM TOJIbKO agMUHUCTpaTopam
BesonacHocT).

AH3.2

KoHTponb ycTaHoBkM 0B6HOBNEHUIA nporpamMmmMHoro obecnedeHus,
BKMoyasi o6HOBMNEeHWe nporpammHoro obecrnevyeHus cpeacTs
3almThl MHdopMaLun

AH3.3

KoHTponb paboTocnocobHOCTU, NnapameTpoB HacTPOMKK U
NpaBUnbLHOCTY (PYHKLMOHMPOBaHNS NPorpaMmHoro obecneveHus u
CpeAcTB 3aluThl MHopMauun

AH3.4

KoHTponb coctaBa TEXHUYECKUX CPEACTB, MPOrpaMmHOro
obecneyeHusi 1 CpeAcTB 3aluTbl MHopMaLmm

X|. 3awuTa cpeabl BupTyanusauum (3CB)

3CB.1

NoeHTudukaums u ayteHTudvikaums cybbekToB JocTyna U
0ObEKTOB IOCTYNa B BUPTYarnbHON UHMPACTPYKType, B TOM Yucne
aZlMUHUCTPaTOPORB yrpaBrieHus cpeacTsamu BUpTyanu3aumm

3CB.2

YnpaBneHue 4OCTYNoMm cyGbekToB AocTyna Kk obbekTam foctyna B
BUPTYanbHOW UHPaCTPYKType, B TOM YUCTIe BHYTPWU BUPTYallbHbIX
MalLWH:

1) B MHbOpPMaLMOHHOV cucTeme JosikeH obecneynsaTbes JOCTYM K
onepauusam, BbIMNONHAEMbIM C NOMOLLIbIO CPEACTB ynpaBneHus
BUPTYyarbHbIMA MaLLUUHamMK, B TOM YUCE K onepauusam cosfaHns,
3anycka, 0CTaHOBa, CO34aHuA KOMWid, yaaneHusi BUp-TyanbHbIX
MaLLWH, KOTOPbIA OomKeH BbiTh paspelleH TONbKO
agAMUHUCTpaTopaM BUPTYyanbHON MHAPaCTPYKTYpb;

2) B MHOPMALIMOHHOI cucTeme LOSkeH obecneymBaTbes AOCTYN K
KOHUIypaLuy BUPTYasribHbIX MallWH TONbKO aAMUHUCTpaTopam
BUPTYanbHOW MHPaCTPYKTYpbI.
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3CB.3

PerucTtpauus cobbiTuii 6e3onacHoOCTA B BUPTYabHON
HpacTpyKType

3CB.9

Peanusauus 1 ynpasneHue aHTUBMPYCHOI 3alLUTON B BUPTYarbHOM
WUHppacTpyKType

3CB.10

PasbueHune BupTyancHOMW MHPACTPYKTYpPbl HA CErMEHThI
(cerMeHTMpoBaHUe BUPTYanbHoOW MHMpacTpyKTypbl) Ans 0bpaboTku
nepcoHarnbHbIX AaHHbIX OTAEMNbHLIM NONb30BaTENEM U (MNK)
rpynnon nonb3oBaTtenem

XIl. 3awumTta TexHudecknx cpeacts (3TC)

3T1C.2

OpraHu3zaums KOHTPONUPYEMON 30HbI, 3 Npeaeriax KoTopown
MOCTOSAAHHO pPa3MELLalTCA CTaLUMOHapHi-le TEXHUYECKNe CPeacTBa,
obpabaTtbiBatolime nHdopmauuio, 1 cpAcTBa 3aLlinTbl
uHcopMaLmu, a Takke cpeacTea obecriedeHns PyHKLMOHNPOBaHUS

3TC.3

KoHTponbe 1 ynpasneHmne orM3ny4eckum JOCTYNnom K TEXHUYECKUM
cpefcTBam, CpeAcTBam 3alluThbl MHOpMaLmMK, cpeacTBam
obecneveHns QYHKLUMOHMPOBaHUA, a TAKKE B NMOMELLEHNA U
COOPYXKEHWS!, B KOTOPbIX OHW YCTAHOBMNEHbI, UCKIToYatoLLme
HeCcaHKLWOHMPOBAHHbIA (PM3N4ECKMA ADCTYN K cpeacTBam
obpaboTku nHdopmaLun, cpeacTeam 3aLUTbl MHPOpMaLIUK 1
cpeacteam obecnedeHuns yHKUMOHMPHBAHUSA MHOPMaLIMOHHON
CUCTEMbI, B MOMELLEHNSA U COOPYXKEHUS, B KOTOPbIX OHU
yCTaHOBNEHDI

3TC.4

PasmelleHne ycTpoicTB BbiBoAa (oToCpaXeHus) uHpopmaLuu,
UCKIoYaloLLee ee HeCaHKLMOHMPOBaHHbIA NPOCMOTP

3TC.5

3alumTa oT BHELWHWX BO34EeNCTBUIA (BOSOENCTBUIN OKpYKatoLwen
cpefbl, HecTabUNbHOCTH ANeKTpPocHabKeHNs, KOHOULMOHVPOBaHUSA
1 UHBIX BHELLHUX (PaKTOPOB)

XIll. 3awmTa nHhopmMaLMOHHON CUCTEMBI, €e CpeacCcTB, CUCTEM CBA3N U nepedavun

AanHbIx (3UC)

31C.3

ObecneveHne 3aWMThbl NEPCOHANbHbIX aHHbIX OT PACKPLITKS,
moaudmkaumum 1 HaBa3bIBaHVA (BBOAA NOXHOWM MHMOpMaLnK) npu
ee nepepgave (NOAroTOBKE K nepefave) no kaHanam CBA3M,
UMEILLMM BbIXOA 3a Npedenbl KOHTPOSIMPYEMOW 30HbI, B TOM YuCne
HecnpoBoAHBIM KaHanam CBA3N

XV. ¥YnpaeneHue koHdburypaumen MHopMaLnoHHOW CYCTEMbl U CUCTEMbI 3aLLUUTHI

nepcoHanbHbiX AaHHbIX (YKD)

YK®.1 OnpeneneHne nuu, KOTOPbIM paspeLue 4bl A4eUCTBUSA N0 BHECEHUIO
M3MEHEeHUIH B KOHUrypaLuo MHHPOPMELIMOHHON CUCTEMBI U
CUCTEMBI 3aLUUThI NEPCOHamNbHbLIX AaHHbIX

YK®.2 YnpasneHve nameHeHnsammn koHburypaLmm nHgopmaumoHHOM
CUCTEMbI U CUCTEMbI 3aLUUTBI MepPCoHallbHbIX AaHHbIX

YK®.3 AHanua noTeHunansHoro BO3geNCcTBNSA NaHMpyemblX U3MEHEHUI B

KOHhUrypaLmm MHPOPMALIMOHHON CUCTEMbI U CUCTEMbI 3aLLMThI
nepcoHarnbHbIX AaHHbIX Ha 0BecneYeHiie 3anTbl NepcoHanbHbIX
[laHHbIX 1 cOrnacoBaHne N3MEHEHUI B KOHUrypaumm
MHOPMALIMOHHOM CUCTEMbI C AOHKHOCGTHBIM NULOM (paboTHUKOM),
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OTBETCTBEHHLIM 3a obecneyeHune 6e3onacHoCT NepcoHarbHbIX
[aHHbIX
YKO .4 [JokyMeHTUpOoBaHUe UHpopMaLmnm (4aHHbIX) 00 U3MEHEHUsX B
KOHUrypaummn nHopMaLoHHON CUCTEMBI U CUCTEMBI 3aLUUTHI
nepcoHanbHbIX aHHbIX

B cBf3W C OTCYyTCTBMEM [LOMOMHUTENbHLIX TpeboBaHWiA no obecneveHuto
HesonacHoCcTM  WHMOpMauuW, YCTAHOBMEHHbIX WHBIMA  HOPMATUBHBIMW  aKTamu,
[ONOMHEHNE YTOYHEHHOro afanTupoBaHHoro 6asosoro Habopa mep He TpebyeTcs.

4. Mopsnok obpalleHus ¢ KpUNTocpeacTBaMU U KPUMTOKIIOYAMU K HUM.
MeponpusaTUs NPU KOMNpPOMeTaLUUW KPUNTOKMOYEen

il Monb3oBaTenu KpunTocpeacTs 0ba3aHbI:

- He pasrnallaTte MHOPMaLMIo O KITIOYeBbIX AOKYMEHTAX;

- He [oNycKaTb CHATUE KOMUIN C KIHOYEBbIX JOKYMEHTOB;

- He JonyckaTb BblBOA KIOYEBLIX AOKYMEHTOB Ha AWUCMAEN (MOHUTOP) Wy
NnpuHTEp;

- He [onycKaTh 3anucK Ha KIloYeBO HOCUTENb MOCTOPOHHEN UHGOPMaLUK,

= HE  [JonyckaTb  YCTaHOBKM  KMIOYEBbIX  AOKYMEHTOB B [Apyrue
aBTOMaTu3npoBaHHble paboyve MecTa.

2 Mpn HeobxoguMOCTW Mepefayn Mo TexXHUYECKUM CpeacTBaMm  CBA3M
crnyeBHbIX COOOLEHWA OrpaHWYeHHOro AOCTyna, KacaloWwuxcs opraHusaumn u
oBecriedeHns yHKUMOHUPOBaHUS KPUNTOCPEACTB, YKasaHHble coobuieHns Heobxoammo
nepefaeaTb TOMbKO C UCMONb30OBaHWEM KpunTocpeacTs. llepedadya no TEXHUHECKUM
cpeAcTBaM CBSi3W KPWUNTOKMKOYEN He [OMyckaeTcsd, 3a WCKIYeHWeM crneunanbHo
OpraHu30BaHHbIX CUCTEM C JeLEeHTPann30BaHHbIM CHabXeHUeM KpUnTokmno4amu.

3 KpunTocpencTea, vcrnonbayemMble Ans obecneveHus 6esonacHoctt MH npw
ux obpaboTke B WMH(OPMALMOHHbLIX cCUCTEMax, noanexar y4eTy C WUCnofib3oBaHWeM
WHOEKCOB UIN YCMOBHBIX HAWMEHOBAHUN U perncTpaLMoHHbIX HOMEpPOB.

4. MepeyeHb WHAEKCOB, YCMOBHbLIX HAWMEHOBaHWA ¥ pPerncTpaumoHHbIX
HOMEpOB KpUNTOCPeACTB onpefensietca PepepansbHoil  cnyxboit  HesonacHocTy
Poccuiickoin Pegepauuu.

5. Mcnonb3yemble Mnv XpaHuMble KPWNTOCPEACTBAa, 3JKCMMyaTauuoHHas WU
TEXHUYecKaa LOKYMEHTAUMS K HUM, KIlOYEBble JOKYMEHThI NMOANEXAT NOJKIEMNIAPHOMY
yyeTy. Mpu 3TOM nporpamMMHbie KPUNTOCPEACTBa AOMKHbI y4WTbIBAaTLCA COBMECTHO C
annapaTHbIMA  CpeAcTBamu, C  KOTOpbIMA  OCYLIECTBNSETCH WX WTaTHoe
hyHKUMOHMpoBaHue. Ecnu annapaTtHele Unv annapaTHo-NporpaMMHble KpUnTocpeacTsa:
MOOKIIOYAITCA K CUCTEMHOW LUMHE WU K OAHOMY M3 BHYTPEHHUX MHTepdeicos
annapaTHbIX CpPedcTB, TO Takue KPWNTOCPeAcTBa Y4YMTLIBAKOTCA Takke COBMECTHO C
COOTBETCTBYKOLMMU annapaTHbIMKU CpeAcTBamMu.

6. EOMHULEN MO3K3EMMNSAPHOro yyeTa KYeBbIX [OKYMEHTOB CuMTaeTcA
KMIOYEBO HOCUTENb MHOMOKPATHOrO MCMNOMb30BaHus, knyeBoi BrnokHOT. Ecnu oauH
TOT e KITH04YEBOI HOCUTENb MHOTOKPATHO UCMOMb3YIOT AN 3anvMcu KpUMTOKIIOYER, To ero
KaXkOblil pa3 crnegyeT perucTpupoBaTh OTAEMNbLHO.
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& Bce nomydeHHble 9K3eMMnApbl KPUNTOCPEACTB, 3KCM/yaTaUMOHHOW WU
TEXHWYECKON OOKYMEHTaLMKU K HUM, KIKYEeBbIX AOKYMEHTOB AO0MKHbI ObiTb BbldaHbl Noj
pacnucky B COOTBETCTBYIOLUEM >KypHane MoaK3eMNnnapHOro y4yera mnonb3oBartensim
KPpMNTOCPELCTB, HECYLLMM NEepCoHarbHY0 OTBETCTBEHHOCTL 38 UX COXPaHHOCTb.

8. Ecnn  akcnnyaTauMOHHOW M TEXHWYECKOW  [OKyMeHTauuven K
KpUNTOCpeacTBaMm MpPeayCcMOTPEHO MPUMEHEHWE Pa3oBbiX KOYEBLIX HOCUTENew Wunu
KPUNTOKMIOMM BBOAST M XPaHAT (Ha BeCb CPOK WX AEWCTBWA) HENOCPEeACTBEHHO B
KpUNTOCPEACTBaxX, TO TaKOW Pa30Bbli KIKOYEBOW HOCUTENb WIIM 3MEKTPOHHas 3anucb
COOTBETCTBYIOLLEro  KPUMTOKNIOYA  [OMKHbI  PEerucTpripoBarbCs B TEXHUYECKOM
(annapaTHOM) XXypHarne, BeQyLLleMCcs HenocpeacTBEHHO NCcnNb3oBaTenem KpunTocpeacTs.
B TexHuyeckom (annapaTHOM) XXypHamne oTpakaloT Takke AaHHbie 00 aKcnnyatauuu
KPUNTOCPEACTE W ApyrMe CBeAEeHWsi, MpefyCcMOTPeHHbIe — 3KCMyaTauMoHHOW U
TEXHUYECKOW OOKYMeHTaumel. B MHbIX cryyasx TeXHUMYecKui (annapaTHbiv) XKypHan Ha
KpunTocpeacTsa He 3aBoauTcA (ecnu HeT npsAMbIX YKasaHWA O ero BeJeHuU B
3KCnnyaTauMoHHOW UMW TEXHUYECKOW AOKYMEHTaLun K KpUiTTocpeacTBam).

8. MNepepaya  KpuMNTOCPEACTB, 3KCMnyaTalLMoOHHON N TeXHUYECKOoW
AOKYMEHTaUMW K HWUM, KMOYEBbIX [OKYMEHTOB AOMYCKaeTCs TOMbKO — Mexay
nonb3oBaTenaAmMuM  KpUNTOCPeACTB W (MNW)  OTBETCTBEHHbIM  MOSfb30OBaTENEM
KPMNTOCPEACTB NOoA pacnucky B COOTBETCTBYHOLUUX XKypHernax No3K3eMmniaspHoro y4era.
Takasn nepegada Mexgy  NoNnb3oBaTEnsMW  KPUMNTOCPEACTB  AOMKHA  OblThb
CaHKLUMOHMPOBaHa OTBETCTBEHHBIM NOMNb30BaTENEM KPUNTOCPEACTB.

10. [Monb3oBaTenu KPUNTOCPEACTB XPaHAT UHCTENNUPYIOLLME KpUNTOCpeacTBa
HOCWUTENW, 3KCMNMNyaTauuoHHYI0O W TEXHWYEeCKyro [AOKYMeHTauul K KpunTocpeacTeam,
KIOYEBbIE JOKYMEHTbI B LUKadhax (ALwuKax, XxpaHunuwax) MHavenayansHoro nofib3oBaHus
B yCrnoBusIX, WCKM4YawLWwmx BOECKOHTPOMbHbIA [OCTYN K HUM, a TaKkKke uXx
HenpegHaMepeHHOe YHUYTOXEHKE.,

11. Tllonb3oBaTenu KpuNTOCPEeACTB nNpeaycMaTpuBalOT Takke pasfgenbHoe
BesonacHoe XpaHeHWe [OeWCTBYIOLWMUX W pe3epBHbIX  KMHYEeBbIX [OOKYMEHTOB,
npegHasHayeHHbIX ANA NPUMEHEHUA B criyYyae KOMNpoMeTaALUMM OeNCTBYIOLLNX KIHoYeBbIX
OOKYMEHTOB.

12.  AnnapaTHble cpeacTtBa, C  KOTOpbIMW  OCYLUECTBNAETCA  luTaTHoe
yHKLUMOHMPOBAHME KPUNTOCPEACTB, a Taloke annapaTtHbl2 U annapaTHo-nporpammHble
KpunTocpeacTea A0MMKHbI ObiTb 0BOpyAOBaHbl CpeacTBaM/A KOHTPOISA 33 UX BCKPbITUEM
(onevaTaHsbl, onnomounpoBaHbl). MecTo oneYyartk/BaHuA (onnombuposaHus)
KpUnTOoCpeAcTB, annapaTHbIX cpeacTB AOMKHO BbiTe TakuM, 4TOBbl ero MOoXHO Oblno
BU3yanbHO KOHTponupoBaTb. [lpy Hanuyunm TexXHWYEecKOhn BO3IMOXHOCTM Ha Bpems
OTCYTCTBUS MOnb3oBaTenen KpWMNTOCPEACTB yKasaHHbLIe cpeactBa Heobxoavmo
OTKITOYaTh OT NINHWUM CBA3M U yBupaTth B onevarbiBaeMble xpaHunuLa.

13. KpunTtocpeactBa M KMKOYEBble  AOKYMEHTbI  MOrYT  AOCTaBNATLCA
denbaverepckoir (B TOM u4ucre BEeAOMCTBEHHON) CEA3bIO WNW CO  CrneuuarnbHO
BblAENEeHHbIMW OMepaTopoM OTBETCTBEHHbIMW MOMb3oBaTENAMU KPUMTOCPEACTB WU
COTpyAHUKamMu npu cobnogeHun mep, WUCKMoYawwWmx OeCKOHTPONbHLIA OOCTYN K
KpunTocpeacTBamM 1 KoYeBbIM JOKYMEHTAM BO BPEMS [0OCTaBKM.

14.  3kcnnyaTauuMOHHY0 WM TeXHWYEeCKyro AOKYMEeHTauuio K Kpuntocpeacrtsam
AonycKaeTcs nepechinaTth 3akasHbIMU UMW LEHHBIMW NMOYTOBLIMU OTNPaBAEHUSAMM.
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15.  YHUYTOXEHWE KPUMTOKMOYEl (MCXOAHOW KIo4eBon uHopMaLmmn) MoxeT
Npou3BoaAUTLCS NyTeM U3NYECKOrO YHUHTOXEHMS KMIOYEBOro HOCUTENSA, Ha KOTOPOM OHU
PaCMONIONEHbI, UK NYTEM CTUPaHUS (paspyLUeHNs) KpUNTOKIoueN (ncxogHOM KIo4eBON
uHbopmMaumm) 6e3 NoBpeXOEHNS KIIOYEBOro HOCUTENS (mns obecneyvyeHns BO3MOXKHOCTH
€ro MHOroKpaTHOro UCronb3oBaHus).

16.  KpunTokmioun  (MCXOLHY!O  KMIOYEeBYK — WHGOpMauuio)  cTupawT  no
TEXHOMOMMU, MPUHATON ANA COOTBETCTBYIOLIMX KIHOHYEBbIX HOCWUTENEeW MHOTOKpaTHOro
vcnonb3oBanua (auckeT, komnakT-guckoB (CD-ROM), Data Key, Smart Card, Touch
Memory 1 T.1.). HenocpeacTBeHHble AEWCTBUS MO CTUPAHUIO KPUNTOKIOYER (MCXOAHOM
KrouyeBolt uHdopMaLuuK), a TaKkke BO3MOXHbIE OrpaHuyeHus Ha [fanbHedllee
NpUMeHEeHe COOTBETCTBYIOLLMX KITHOYEBbLIX HOCUTENIEN MHOrOKPaTHOro WCMoJib30BaHA
PErMaMEHTUPYIOTCA  JKCMyaTaLMOHHOW M TEXHUYEeCcKoW  [OoKyMeHTauuehn K
COOTBETCTBYIOLIMM  KpunTocpeacTsaM, a  Takke  yKkasaHuaMu  opraHusauunu,
NPOVN3BOAMBLLEN 3aNUCh KPUMTOKITIOYE (MCXOAHO Ko4YeBOW NHbopMaLum).

17.  Knio4yeBble HOCUTENU YHUYTOXAKT MyTEM HaHECEHWs MM HeyCcTpaHUMMOro
bU3NYECKOro MOBPEXAEHNS, NCKITIOYAIOLLEr0 BO3MOXHOCTb UX UCMONb30BaHNA, 8 TakkKe
BOCCTAHOBMEHUS  KMoyeBoW  uHdopmauun. HenocpeacTBeHHble  AeWCTBUS MO
YHUUTOXEHUIO ~ KOHKPETHOro  TWMa  KIKYEeBOro  HOCUTENs  pernameHTUpYroTes
aKCMNyaTaUMOHHOW W TEXHWYEeCKoW  [AOKyMeHTauued K  COOTBETCTBYIOLUM
KpUNTOCPeACTBaM, a Takke YyKasaHWsMW opraHusauuu, npov3BOAMBLUEN 3anwch
KPUMTOKITIOYEN (MCXOQHOW KIto4eBO MHpopmaLmu).

18. BymaxHble U npoyne cropaemble KIOYeBble HOCUTENKW, a Takke
aKCnnyaTaLMOHHAa W TexHU4Yeckas [OOKYMeHTauus K KpunTocpeacTBaM YHUYTOXaeTcs
NyTeM CXKUraHus UM C NOMOLLbLIO MoObIX OymaropesaTesibHbIX MaLLyH.

19.  lMpurogHblie Ans AanbHENLEero UCnosib30BaHus y3nel U AeTany annapartHbIX
cpenctB obliero HasHayeHWs, He MpefHasHauyeHHble crneuuanbHo ANs annapartHon
peanusauuy KpunTorpauyeckux anropuTMOB UMW UHbLIX (OYHKUMA KpUNTOCPencTs, a
TaKKe COBMeCTHO paboTaiolee C KpuntocpeacTeamu obopyaosaHue (MOHWUTOPSI,
NPUHTEpbl, CKaHepbl, KnaBnatypa W T.N.), paspeliaeTcs WCnNonbL3oeaTb nocne
YHUUTOXEHNs KpunTocpecTs 6e3 orpaHnyeHuii. [Mpu 3ToM MHopMaLMS, KOTOpas MOXET
ocTaBaTbCs B YCTPOACTBAX NamsT oGopyaoBaHus (Hanpumep, B NMpUHTEpPax, ckaHepax),
[OMmKHa BbITh HAAEXHO yaaneHa (ctepTa).

20. KnioyeBble AOKYMEHTbI AOMMKHbI ObiTh YHWYTOXEHbI B CPOKW, yKa3aHHble B
aKCMnyaTaLMoHHON 7] TEXHUYECKOM OOKyMeHTaLum K  COOTBETCTBYHOLUM
KPUMTOCPEACTBAM. ECMM  CPOK YHUUTOXEHUS  3KCrryaTauMoHHO! W TEXHUYECKON
[OKYMEHTALMEN He yCTaHOBIIEH, TO KIOYEBbIe AOKYMEHTbI JOIKHBI ObITh YHNHUTOXEHbI HE
nosaHee 10 cyTok nocne BbiIBOAa@ WX M3 OEUCTBUSA (okoHYaHus cpoka geicteus). PakT
YHUYTOXKEHMS OCPOPMISETCSH B COOTBETCTBYIOLLUMX XypHanax nosK3eMnisipHoro y4era. B
3T e CPOKM C OTMETKOM B TEeXHWYeckoMm (anmaparTHOM) >ypHane nognexat
YHUYTOXEHMIO pas3oBble KYeBble HOCUTENW W paHee BBEAEHHas, U XpaHAlascs B
KPUNTOCPEACTBaX UMM WHbIX [OMOSHUTENbBHbLIX YCTPOUCTBAX Krko4esas nHpopmaums,
COOTBETCTBYIOLLASA BbiBEAEHHbIM W3 [OEACTBUS  KPUMTOKMOYaM; XpaHsuuecs B
KpunTorpacpuyeckn 3alinieHHOM BuAie [faHHbie cneayert nepewungpoBaTb Ha HOBbIX
KpUNTOKIOYaXx.
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21. PasoBble KIKYEBbLIE HOCUTENN, A TAKKEe 3MEKTPOHHbIE 3anMUCU KYEeBOW
uHcdopMaL MK, COOTBETCTBYIOLEN BbiBEAEHHbIM W3  [OEWCTBUSA  KPUMTOKMYam,
HerocpeACTBEHHO B KPUMTOCPEACTBAX WMAW  WHbIX ACMOSIHUTENbHbLIX YCTPOMCTBaX
YHUYTOXAOTCA NOMb30BaTENAMM 3TUX KPUNTOCPEACTB CaNOCTOATENbHO No4 pacrnuncky B
TEXHUYECKOM (annapaTHOM) XypHane.

22. KroueBsle OOKYMEHTHI YHUYTOXaKTCA nubo nonb3oBaTensamm
KpunTocpeacTs, NMMBo OTBETCTBEHHLIM NOMb3oBaTeNeM KpUNTOCPeACTB Mo Pacrnucky B
COOTBETCTBYIOLMX >KypHanax MO3IK3EMMMAPHOrO Yy4yeTa, a YHWYTOXeHue OonbLioro
obbema Kn4YeBbIX [OOKYMEHTOB MOXeT ObiTe odopmneHo aktoM. [lpn  atom
nonb3oBaTensamM KpUNTOCPEACTB paspellaeTca YHUUTOXATb TONbKO WUCMOSb30BaHHbIE
HenocpeacTBeHHO UMM (NpedHa3Ha4vYeHHble ANs HUX) KpUnToknoYu. Mocne yHUYToXeHns
NoNb30BaTENU KPUNTOCPELCTB AONKHbI yBeAOMUTE 06 aTOM (TenedoHorpaMmou, YCTHbIM
coobuieHmemM no TenedoHy U T.n.) OTBETCTBEHHOrO MOMb30BAaTENA KPUMTOCPEACTB AM1A
CNUCaHUSA YHUYTOXEHHbIX JOKYMEHTOB C UX NULEBbIX CYETUB.

23. YHWYTOXEHWEe No akTy Npou3BOAWT KOMWUCCKA B COCTaBe He MeHee [OByX
YenoBek W3 4ucna nud, [ONYLEeHHbIX K MONb30BaHI Kpuntocpencrts. B akTe
yKa3blBaeTCH, YTO YHUYTOXAETCS U B KakoM KonuyecTtse. B koHUe akTa fAenaeTca uToroeas
3anuce (Umdpamy U MNPONUCHID) O KOMUYECTBE HaUMEHOBaHUMA W 3K3EMMNNAPOB
YHUUYTOXaeMbIX KIHYEBbIX JOKYMEHTOB, MHCTANMUPYOLLMY. KpUNTOCpeaAcTBa HOCUTENEHN,
3KCnyaTauMOHHOW M TEXHMYECKON OKYMeHTauun. MicnpaesneHusa B TEKCTE akTa LOMMKHbI
ObITb OrOBOpPEHbI U 3aBEPEHbI MOAMUCAMMN BCEX YNIEHOB KOMACCUN, NPUHUMABLUUX y4acTue
B YHUYTOXEHMU. O NnpoBEeAEeHHOM YHUYTOXEHUWN AENAKTCA OTMETKU B COOTBETCTBYIOLLNX
XypHanax Nnoak3emnisapHoro y4yeTa.

24.  KpunTokmwyn, B  OTHOLUEHUM KOTOPbIX BO3HUKIO MOOO3PEHME B
KoMnpomeTauum, a Takke AEWCTBYIOLLWE COBMECTHO C HUMWU ApyriMe KPpUNTOKIHOYM
HeobX04MMO HemefEHHO BbiBECTM M3 AEWCTBUS, €CnW VIHOM NOPSLAOK HE OroBOPEH B
3KCMnnyataunoHHON 1 TEXHUYECKOW AJOKYMEHTaUumM K Kpuntocpencream. B YpesBbiHanHbIX
cnyyasx, Korga OTCYTCTBYKT KPUMTOKMKOYM ANA  3aMeHbl CKOMMNPOMETUPOBAHHLIX,
JonyckaeTcs, MO  pEeLleHWK  OTBETCTBEHHOrO  NOSib3oBaTens  KPUNTOCPELACTE,
COrnacoBaHHOro C ONepaTopoM, UCMOSb30BaHME CKOMMPOMETUPOBAHHLIX KPUNTOKIKOYEN.
B aTom cny4yae nepuoz UCNOMb30BaAHUSA CKOMMNPOMETUPOBAHHbBIX KPUNTOKIOHEH AOSMKEH
BbITb MakcUmMarnbHO KOPOTKAM, a 3alumiLaemast UHhopMaLis Kak MOXHO MEHEee LIeHHOMN.

25. O HapyLleHusax, KOTopble MOryT NPUBECTU K KOMNPOMETAaLMKN KPUMNTOKIIOYER,
MX COCTaBHbIX YacTel unu nepefaBaBLUMXCA (XPaHALLMXCS) ¢ UX ucnonb3osaHuem [NH,
nonb3oBaTenu KpuntocpeAcTB o06s3aHbl coobuwaTe OTEETCTBEHHOMY NONb30BaTENIO
KpUNTOCPEeCcTB U (Unn) onepaTopy.

26. OcmoTp  KNWO4EBbIX  HOCUTEne’W  MHOroKpaTtHOro  MCMNosib30BaHuWS
NOCTOPOHHUMM NULAMU He criedyeT paccMaTpuBaTh KakK Mogo3peHue B KomnpomeTauun
KPUNTOKIIOMEN, ecnu nNpu 3ToM UCKNYanacb BO3MOXHOCGTb MX KOMUPOBAHWUA (YTEHUSA,
Pa3MHOXEHMS).

27. B cnyyasx Hegoctadu, HENPEObABMNEHUA KMHYEBbLIX LJOKYMEHTOB, a Takxe
HeonpeaeneHHOCTN NX MECTOHAX0XKAEHWNS MPUHUMAKOTCHA CO0YHbLIE MEepPbI K X PO3bICKY.

28. Meponpuatns No po3bICKY M NnoKanuaauumn rocneictBuin KoMnpomeTauum
KINIOYeBbIX LOKYMEHTOB OpraHn3yeT W OCYLLEeCTBIAET ONepeTop.
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5. Mopsiaok obpalleHus ¢ KpunTocpeacTBaMu U KPUNTOKITIOHAMMU K HUM.
MeponpuaTUsi Np1M KOMNPOMeTaLMK1 KpUNTOKITIoYe
1. Mornb3oBaTenu kpunTocpeacTs 0653aHbI:

- He pasrnaliate MHopMaL Mo O KIKYeBbIX LOKYyMEHTaX;

= He JonycKaTb CHATME KOMWIA C KIMYeBbIX JOKYMEHTOB;

- He JornyckaTb BbIBOJ KIOYEBbLIX AOKYMEHTOB Ha Auchnei (MOHUTOP) Unu
NpUHTEP;

= He JonycKaTh 3amn1cu Ha KIoYeBOo HOCUTENb MOCTOPOHHEN MHopMaLuK,;

= He  [JomnyckaTb  YCTAHOBKM  KNHOYEBbIX  AOKYMEHTOB B  Apyrue
aBTOMaTV3upOoBaHHbIE paboyne MecTa.

2. Mpu HeobOxoAuMMOCTM Mepedaqn Mo TEXHWYEeCcKUM cpefcTsaM  CBA3W
cnyxebHbix CcoODLIeHWi i OorpaHMYeHHOro [ocTyna, Kacaloluxcs opraHusauun  u
oBecneveHns hyHKLNOHUPOBAHUA KPMNTOCPEACTB, ykasaHHble coobLieHnsi Heobxoanmo
nepenaeaTb TOMbKO C UCMOMNb3oBaHWeM KpunTocpeAcTs. [lepefada Mo TeXHUYEeCKUM
cpeacTBaM CBSA3W KPWNTOKMIOMEW He [AoMyckaeTcs, 3a MWCKoYeHMeM crneunanbHo
OpraHW30BaHHbIX CUCTEM C AeLIeHTPann3oBaHHbIM CHabXeHeM KpunTokno4amu.

3. KpuntocpeacTsa, ncnonbayemble Ans obecnedenuns 6esonacHocTy MNOH npu
ux obpaboTke B MHMOPMaUMOHHLIX CUCTEMaX, MoANnexarT y4eTy C MCnonb3oBaHUem
MHOEKCOB WUIW YCNOBHbIX HAUMEHOBaHWUIA U pErMcTpaLMoOHHbBIX HOMEPOB.

4. MepeyeHb WHOEKCOB, YCMOBHbLIX HAaWMEHOBAHUA U  PErMcTpauvoHHbBIX
HOMepoB KpunTocpedcTB onpeaensetca ®eaepansHoit cryxbol  GesonacHocTU
Poccuiickoin ®@enepauun.

5. Mcrnonbayemble Wnn XpaHuMble KPUMNTOCPEACTBA, JKCMiyaTaunoHHas U
TexHU4eckas AOKYMEHTauus K HUM, KIloYeBble JOKYMEHTbI NoAnexaT nodk3emnispHomy
yyeTy. [Mpu 3TOM nNporpamMMHble KPUNTOCPEACTBA AOMKHbI Y4UTbIBATLCA COBMECTHO C
annapaTtHbelMW  cpefcTBamu, C  KOTOpPbIMW  OCyLlecTBMnsieTcA  UX  LITaTHoe
(byHKUMOHUPOBaHKe. Ecnv annapaTHbie UK annapaTHo-NporpaMmmHble KpUnTocpeacTsa
NOAKMIOYAIOTCA K CUCTEMHOW LUMHE UMW K O4HOMY M3 BHYTPEHHWX WHTEppencos
annapaTHbIX CPEeACTB, TO TakWe KPUNTOCPEACTBa Y4YWTHIBAIOTCS TakKe COBMECTHO C
COOTBETCTBYIOLWMMU annapaTHbIMW CpeacTBaMu.

6. EanHULEeRn NO3K3eMNIAPHOro y4era K/4YEBbIX [AOKYMEHTOB cYMTaeTcA
KMIOYEBOM HOCUTENb MHOFOKPATHOrO MCMONb30BaHus, kno4vesoi 6rnokHoT. Ecnu oguH v
TOT e KMOYeBOii HOCUTENb MHOTOKPaTHO UCTIONb3YIOT AJ15 3an1Mcu KpUNTOKIOYEen, TO ero
KaXkabliA pa3 cnegyeT perucTpupoBaTb OTAENbHO.

. Bce MONyYeHHble 3JK3EMMIspbl KPUMTOCPEACTB, SKCMyaTauMOHHOW 1
TEXHUYECKO [AOKYMEHTaLMU K HUM, KIHOYeBbIX AOKYMEHTOB AOMKHbI ObITe BblAaHbl Noj,
pacnucky B COOTBETCTBYIOLIEM >KypHase MO3K3EeMNIAPHOro y4eTa Mosib30BaTensim
KPUNTOCPEACTB, HECYLLMM NepcoHanbHyo OTBETCTBEHHOCTL 3a UX COXPaHHOCTb.

8. Ecnv  3KCNAyaTauMOHHOW U TEeXHW4YecKoW  [OKyMeHTauuein K
KPUMTOCPEACTBaM NPEAYCMOTPEHO MPUMEHEeHWEe PasOoBbIX KMOYEBbIX HOcUTenen unu
KPUMTOKITIOYM BBOAST W XpaHAT (Ha BeCb CPOK UX [eiicTBUs) HENOCPEeACTBEHHO B
KPUMNTOCpPeACTBax, TO Takoll PasoBbIi KMOYEBOW HOCWUTENb WK 3MEKTPOHHasA 3anucb
COOTBETCTBYIOLLErO  KPUMTOKMOYA  OOSDKHbI  PErncTpupoBatbca B TEXHUYECKOM
(annapaTHOM) XypHane, BeyLLeMca HeNoCPeACTBEHHO MoNb3oBaTeNemM KpUnTocpeacTs.
B TexHW4eckoM (annapaTHOM) XypHare OTpaxawT Tawke AaHHble 06 akcnnyaTaumun
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KPUNTOCPEACTB W OpyrMe CBEAeHWUs, MNpeAycMOTperHble —3KCiyaTauuoHHOW U
TEXHWYECKOW AOKYMeHTauuer. B MHbIX crydasx TeXHU4eckuid (annapaTHbii) KypHan Ha
KPUNTOCPEACTBA He 3aBOAUTCH (ecnu HeT MpAMbIX YyKasaHuid O ero BeAeHun B
aKCMyaTaLMOHHOR U TEXHUYECKOW OKYMEHTaLMW K KpUTocpeacTeam).

9. lNepepaya KpunToCcpeacTs, aKcnyaTaLMoHHON M TEXHUYECKOW
AOKYMEHTaLUMM K HWUM, KMYeBblX [OOKYMEHTOB [OMNyCKAaeTCsas TONMbKO — Mexay
nonb3oBaTenaAMM  KpUnTocpeacte M (MnNyM)  OTBETCTBEHHbIM  NOMb30OBaTENEM
KpUNTOCPEACTB noA pacnucky B COOTBETCTBYKOLLNX XypPHEanax Nnoak3eMnnisapHoro yyera.
Takas nepedava Mexagy NONb30BaTENAMW  KPUMTOCPEACTB  AOMKHa  ObiTb
CaHKLMOHMpOBaHa OTBETCTBEHHbLIM MONb30BaTeENeM KpUNTUCPEeaCTB.

10. [llonb3oBaTenu KpUNTOCPEACTB XPaHAT UHCTENNUPYOLME KpuntocpeacTea
HOCUTENW, 3KCMNyaTauMOHHYKD M TeXHMYECKY0 [AOKYMeHTauuio K Kpuntocpeactsam,
KroYeBble AOKYMEHTbI B LWKadax (SWwuKax, XxpaHunuiwax) nHavsuayanbHoro nosb3osaHns
B YCNOBWUSIX, MWCKITOYaOWMX OECKOHTPONbHbIA AOCTYM K HUM, a Tawkke ux
HenpeaHamMepeHHoe YHUYTOXEHNE.

11. Tllonb3oBaTenu KpuUNTOCPEACTB MpeaycMaTpuBaldT Takke pasfenbHoe
DesonacHoe xpaHeHWe [eWCTBYIOWWX W pPe3epBHbIX  KMHYEBbIX [OKYMEHTOB,
npegHa3HaYeHHbIX 4N NPUMEHEHUA B Cry4ae KOMMPOMETALUN AENCTBYIOLNX KIHYeBbIX
OOKYMEHTOB.

12. AnnapaTHble cpeacTBa, C KOTOPbIMW  OCYLUECTBMAETCA  LUTATHOEe
thyHKUMOHMPOBaHUE KPUNTOCPEACTB, a Talkke anmnapaTHbl2 U annapaTHO-NporpaMmmHble
KpunTocpeacTsa AOMKHbl ObiTb 0DOpyAoBaHbl cpeAcTBamMmA KOHTPOMSA 32 UX BCKPbITUEM
(onevyaTaHsbl, onnoMOnpoBaHkl). MecTto onevyartk/BaHus (onnombupoBaHus)
KPUNTOCPEACTB, annapaTHbIX CPEACTB AOMKHO ObiTb Takum, 4TOObI €ro MOXHO Obino
BM3yanbHO KOHTponupoBaTb. [lpy HanmuMyMum TEXHWYEeCKOW BO3MOXHOCTM Ha Bpems
OTCYTCTBMS nonb3oBaTeneil KpUNTOCPEACTB yKasaHHsle cpeacTBa Heobxoaumo
OTKNKYaTh OT NMHUK CBS3M M yBupaTk B onevaTbiBaemMble xpaHunuiia.

13. Kpuntocpeactea UM KMO4Y4eBble  [JOKYMEHTbI  MOrYyT  OOCTaBNATHCSH
chenbaberepckon (B TOM 4ucne BeOOMCTBEHHOW) CEA3bD UMM CO  crneuuanbHo
BblAENEHHbIMW OMepaTopoM OTBETCTBEHHLIMW MOMb3oBaTENAMU KPUNTOCPEACTB W
coTpyaHukamu npu cobniogeHun Mep, Mckovawwmnx ©GecKoHTpOonbHbIA  AOCTYN K
KpUNTOCpEeACTBaM U KMOYeBbIM JOKYMEHTaM BO BPEMS AOCTaBKU.

14.  OKcnnyaTauuoHHYIO M TEXHUYECKYlD LOKYMEeHTauulo K KpunTocpeacTsam
JonycKaeTcs nepecbinark 3akas3HbiMU UNN LEHHBIMW MOYTCBLIMU OTNPaBAEHUSAMMN.

15. YHWYTOXEHME KPUMNTOKIKOYEN (MCXOOHOW KMkYeBOW WHGOpMaLUK) MOXeT
NPOU3BOAUTLCA NYTEM (PU3NYECKOTO YHUYTOXEHMSA KITIOHEBOro HOCUTENSA, Ha KOTOPOM OHU
pacnonoXeHbl, UNKU NYyTEM CTUPaHUA (paspyLUeHns) KPUNTOKITOYen (MCXO4HOW KoYeBon
nHdopmaummn) 6e3 noBpexaeHUa Ko4eBoro Hocutens (ars obecneyeHnss BO3MOXHOCTK
€ro MHOroKpaTHOro UCMonb30BaHNS).

16. KpunToknwuu (MCXOAHYK  KMOYEeBYyw  uHdopmauuilo)  cTupaloT Mo
TEXHOMOrMMN, MPUHSATOW ANS COOTBETCTBYIOLWMX KHOHMEBLIX HOCUTENEN MHOroKpaTHOro
ucnonb3oBaHua (oucket, komnakT-gucko (CD-ROM), Data Key, Smart Card, Touch
Memory 1 T.n.). HenocpeacTeeHHble OENCTBUS NO CTUPaHWIO KPUMTOKNIOMEN (MCXOAHOM
KIMIOYEeBOW WHdOopMaumMu), a Takke BO3MOXHblE OrpaHW4YeHuss Ha [AalnbHelee
MPUMEHEHNE COOTBETCTBYHOLUMX KIKOYEBbIX HOCUTENEN MHOrOKpaTHOro WUCMosnb3oBaHWA
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PErnaMeHTUpYIOTCH  SKCMNyaTauuoOHHOW U TEeXHWYEeCKoW  JoKymeHTauuend K
COOTBETCTBYIOWMUM  KpUNTOCpeACTBaM, a Takke  yKasaHuaMW  opraHusauuu,
MPOW3BOAMBLLE 3anNMCh KPUNTOKITIOYEN (MCXOAHOW KNoYeBol UHopMaLnm).

17.  KnoyeBbIE HOCUTENN YHUHTOXAIKOT MYyTEM HaHECEHWA WM HeycTpaHWmoro
PU3NYECKOTO MOBPEXOEHUS, UCKITIOYaIOLWEero BO3MOXHOCTb UX UCMOMb30BaHUA, a Takke
BOCCTAHOBIMEHUA  K4eBoW  uMHGopmauumu. HenocpedcTBeHHble  OEWCTBUSA MO
YHUYTOXKEHWIO  KOHKPETHOro  TWMa  KMNoYeBOro  HOCUTENsA  pernameHTUpYTCH
aKCMMyaTauMoHHOW M TEXHWYEeCKOW  [OKYMeHTauuel K  COOTBETCTBYHOLLUM
KpunTocpeacTBaM, a Takke YKasaHMAMW oOpraHusauuu, npoussoauBLIEr 3anuck
KPUNTOKIOYER (MCXOLHOW KoYeBOon MHopMaLuu).

18. bymaxHble W MpoYne cropaemble KMOYEeBble HOCUTEnNnW, a TaKkke
aKCnnyaTauMoHHas U TeXHUYeckas OOKYMEeHTauus K KpUNTOCPeACTBaM YHUYTOXaeTcs
NYTEM CXWUraHUs UNu ¢ MoMOoLLbLO NoBbIX BymaropesaTenbHbIX MaLlnH.

19.  TpurogHble Anst fanbHERWero UCnonb3oBaHus y3nbl U AeTanuv annapaTHblX
cpencte o6LIero HasHaueHusl, He npefHasHa4yeHHble crneuuanbHO ANA annapaTHow
peanusaunMy Kpuntorpadmyecknux anropuTMoB UMW WHbIX (PYHKLWA KpunToCpeacTs, a
TakKe COBMECTHO paboTawllee ¢ KpuntocpeactBamu obopyaoBaHue (MOHUTOPbI,
MPUHTEPbI, CKaHepbl, KrnaBuaTypa W T.M.), paspellaeTcqa WCMonb3oBaTh Mocne
YHUYTOXEHUA KpunTocpencTs 6e3 orpaHuyeHui. [pu aTom nHopmMaLms, KoTopasi MOXeT
ocTaBaTbCA B yCTpoWcTBax namsTu obopyaoBaHus (Hanpumep, B NpUHTEpax, ckaHepax),
formkHa ObITb HaAeXHo yaaneHa (cTepTa).

20. KnwoyeBble LOKYMEHTbI AOMKHbI OblTb YHUYTOXEHbI B CPOKW, yKasaHHble B
aKcnyaTauuoHHOWM M TEeXHW4YecKow AOKYMEeHTaLuum K  COOTBETCTBYHOLUM
KpuntocpeactTBaM. Ecnu  cpok YHUYTOXEHWA 3KCMyaTauuMoHHOMW W TEeXHUYECKoW
AOKYMEHTaumneh He yCTaHOBIEH, TO KIOYEBble JOKYMEHTbI JOMKHbI ObITb YHUYTOXEHbI He
nosaHee 10 cyTok nocne BbiBoga WX U3 OeNCTBUS (OKOHYaHWS cpoka aeincteust). dakT
YHUYTOXEHUS 0POPMIIAETCS B COOTBETCTBYHOLUMX XXypHanax no3k3eMmnnsapHoro yyera. B
9T e CPOKM C OTMETKOM B TEXHWYECKOM (anmapaTHOM) »KypHane mnoanexar
YHUYTOXEHWUIO pas3oBble KIOYEBbIE HOCUTENU U paHee BBEAEHHad, U XpaHslasca B
KpUNTOCPEACTBAX WM WHBIX AOMNOMNHUTENbHbLIX YCTPOWCTBax Kriovesas WHgopmaLus,
COOTBETCTBYHOLAs BbIBEAEHHbIM U3 [AEWCTBUA  KPUMNTOKMKOYaM; XpaHswuecs B
Kpuntorpacduyeckn 3alluMieHHOM BWAE LaHHble criedyer nepelungpoBaTbh Ha HOBbIX
KpUNTOKITIOYax.

21. Pa3soBble KNHOYEBbIE HOCUTENU, a TaKKe 3MEeKTPOHHbIE 3anucKu KIK4YeBOoW
uHdopMaLMyM, COOTBETCTBYIOLEA BbiBEAEHHbIM U3  OEWCTBMA  KPUNTOKMHOYaM,
HEernocpeacTBEHHO B KPWNTOCPEACTBax WM  WUHbIX [OMOSMHUTENbHBIX YCTpOWCTBax
YHUUYTOXKAKOTCSA NONb30BaTENAMY 3TUX KPUMTOCPEACTB CaMOCTOATENbHO MO Pacnucky B
TEXHUYECKOM (annapaTHOM) XypHane.

22. KnwdeBble  [LOKYMEHTbI yHMYTOXalTes  nmbo nonb3oBaTensamn
KPUNTOCPEACTB, MO0 OTBETCTBEHHBLIM MOSb30BaTENIEM KPUNTOCPEACTB No4 pacnucky B
COOTBETCTBYIOLMX JKypHanax MO3K3EeMMIAPHOro y4yera, a YHU4TOXeHWe Oonblioro
obbeMa Krw4YeBbIX [AOKYMeHTOB MoxeT ObiTb odpopmneHo aktom. [lpu aTOM
nonb3oBaTensaM KPUMNTOCPEACTB paspellaeTcd YHUYUTOXaTb TOSMbKO WCMONb30BaHHbIE
HEMNoCpPeaCTBEHHO VMU (NpefHasHauYeHHble AJ18 HWUX) KpUnTokmnioyu. [ocne yHUYToXEHUs
NoNb30BaTENM KPUNTOCPEACTE AOMKHbI yBeAOMUTL 06 3TOM (Tened)oHOrpamMmmon, YCTHbIM
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cooblyeHreM rno TenedoHy U T.M.) OTBETCTBEHHOrO MoMbioBaTesid KpUNTOCPEeACTB AfA
CMNCAHUA YHUYTOXEHHBIX JOKYMEHTOB C UX NULEBbIX CYETOB.

23. YHUuYTOXEeHWe Mo aKkTy Npou3BOAWUT KOMMUCCKA B COCTaBe He MeHee OBYyX
JenoBek M3 uucna nuu, AOMYLIEHHbIX K MOSb30BaHo Kpuntocpedcts. B akre
yKa3blBaeTCs, YTO YHUYTOXKAETCS 1 B Kakom KonmyecTse. B koHLe akta fenaeTcs Utorosas
sanuck (UncbpamMy M NPOMUCHIO) O KONMYECTBE HaWMEHOBAHUW W 3K3eMNNApOB
YHUUTOXKAEMbIX KMIOYeBbIX JOKYMEHTOB, MHCTalNMpYIOLWWY. KoUNTOCPEACTBa HoCUTENEN,
3KCNNyaTaLMUOHHOM 1 TEXHUYECKON AOKYMeHTauuun. MicnpapneHus B TEKCTE akTa AOSKHbI
6bITh OroBOPEHbI U 3aBEPEHbLI MOANMUCAMU BCEX YNEHOB KOMACCUU, MPUHUMABLLINX y4YacTme
B yHUUTOXEHUM. O NpoBEAEHHOM YHUYTOXEHUU AENalTCs OTMETKN B COOTBETCTBYHOLLMX
KypHanax noaKk3eMnnsapHoro y4yeta.

24.  KpunToKMOYM, B OTHOLUEHUM KOTOPbIX BO3HUKMNO MNOAO3pEHME B
KOMNpoMeTauuu, a Takke AENCTBYIOLME COBMECTHO C HUMW ApYrne KpUMTOKIIOYM
HeoBX04MMO HEMEeNeHHO BbIBECTU M3 AeNCTBUSA, eCrii 11HOW MopsAoK He OroBOPEH B
aKCMyaTaLMOHHO! 1 TEXHUHECKON AOKYMEHTALMN K KpunTocpeacTsam. B ypesBbivaiHbIX
criyyqasix, Korga OTCYTCTBYKOT KPUMTOKIKOYU Af1A 3aMiEHbl CKOMMNPOMETUPOBAHHbIX,
[onycKkaeTcd, MO pelleHuio  OTBETCTBEHHOrO  Morib3oBaTens  KpUNTOCPEencCTs,
COrnacoBaHHOro C ONepaTopoM, UCMOMb30BaAHNE CKOMMNPOMETUPOBAHHBIX KPUNTOKIOYEN,
B 3TOM cry4yae nepwog, UCronb30BaHNs CKOMNPOMETUPOBAHHBIX KPUNTOKOYEN AOMKEH
6bITb MaKcMMansHO KOPOTKMM, a 3aluuiiaemas MHopMaL s Kak MOXHO MeHee LIEHHON.

25. O HapyLUEHUsIX, KOTOPbIE MOTYT NPMBECTU K KCMMNPOMETaLMN KpUNTOKIOYEN,
UX COCTaBHbIX YacTell unu nepenasaBLUMXCA (XpaHALLMXCS) C UX ncnons3osaxuem [1H,
nonb3oBaTeny KpuntocpeacTB o06s3aHbl coobwartk OTHETCTBEHHOMY MOSIb30BATENIO
KpUNTOCPEACTB U (Mnu) onepaTopy.

26. OcmoTp  K/HOYEBbIX  HOCUTENEW  MHOIOKPaTHOrO  MUCMONb3OBaHUS
MOCTOPOHHUMU NULIAMK HEe cnedyeT paccmaTpuBaTh Kak rnogo3peHue B KomMnpomeTauuu
KPUNTOKMIOYE, ecru Npyu 3TOM WCKMoYanack BO3MOXHOCTh UX KOMUPOBAHUS (YTEHWs,
Pa3MHOXEHUSA).

27. B cnyyasx HegocTauw, HenpeabABMeHUs KNioYeBbIX AOKYMEHTOB, @ Takxke
HeonpeaeneHHOCTU X MECTOHAXOXKAEHWUA NPUHUMAOTCA CPOYHbIE MEpPbI K MX PO3bICKY.

28. MeponpuATMs MO PO3bICKY M NOKanuaaumu NoCneAcTBuii KomnpoMeTauum
KIMOYEBbIX AOKYMEHTOB OpraHusyeT 1 OCYLLIeCTBNSAET ONepaTop.



